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of duty records through sufficient num-
ber of monitoring indicators to ensure
a high degree of accuracy of these
records; and

(4) The railroad, or contractor or sub-
contractor to the railroad, trains its
employees on the proper use of the
electronic recordkeeping system to
enter the information necessary to cre-
ate their hours of service record, as re-
quired by §228.207.

(5) The railroad, or contractor or sub-
contractor to the railroad, maintains
an information technology security
program adequate to ensure the integ-
rity of the system, including the pre-
vention of unauthorized access to the
program logic or individual records.

(6) FRA’s Associate Administrator
for Railroad Safety/Chief Safety Officer
may prohibit or revoke the authority
to use an electronic system if FRA
finds the system is not properly secure,
is inaccessible to FRA, or fails to
record and store the information ade-
quately and accurately. FRA will
record such a determination in writing,
including the basis for such action, and
will provide a copy of its determina-
tion to the affected railroad, or con-
tractor or subcontractor to a railroad.

§228.203 Program components.

(a) System security. The integrity of
the program and database must be pro-
tected by a security system that uti-
lizes an employee identification num-
ber and password, or a comparable
method, to establish appropriate levels
of program access meeting all of the
following standards:

(1) Data input is restricted to the em-
ployee or train crew or signal gang
whose time is being recorded, with the
following exceptions:

(i) A railroad, or a contractor or sub-
contractor to a railroad, may allow its
recordkeeping system to pre-populate
fields of the hours of service record
provided that—

(A) The recordkeeping system pre-
populates fields of the hours of service
record with information known to the
railroad, or contractor or subcon-
tractor to the railroad, to be factually
accurate for a specific employee.

(B) The recordkeeping system may
also provide the ability for employees
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to copy data from one field of a record
into another field, where applicable.

(C) Estimated, historical, or arbi-
trary data are not used to pre-populate
any field of an hours of service record.

(D) A railroad, or a contractor or a
subcontractor to a railroad, is not in
violation of this paragraph if it makes
a good faith judgment as to the factual
accuracy of the data for a specific em-
ployee but nevertheless errs in pre-
populating a data field.

(E) The employee may make any nec-
essary changes to the data by typing
into the field, without having to access
another screen or obtain clearance
from the railroad, or a contractor or
subcontractor to a railroad.

(ii) A railroad, or a contractor or a
subcontractor to a railroad, shall allow
employees to complete a verbal quick
tie-up, or to transmit by facsimile or
other electronic means the information
necessary for a quick tie-up, if—

(A) The employee is released from
duty at a location at which there is no
terminal available;

(B) Computer systems are unavail-
able as a result of technical issues; or

(C) Access to computer terminals is
delayed and the employee has exceeded
his or her maximum allowed time on
duty.

(2) No two individuals have the same
electronic identity.

(3) A record cannot be deleted or al-
tered by any individual after the record
is certified by the employee who cre-
ated the record.

(4) Any amendment to a record is ei-
ther—

(i) Electronically stored apart from
the record that it amends, or

(ii) Electronically attached to the
record as information without chang-
ing the original record.

(56) Bach amendment to a record
uniquely identifies the individual mak-
ing the amendment.

(6) The electronic system provides for
the maintenance of inspection records
as originally submitted without cor-
ruption or loss of data.

(7) Supervisors and crew management
officials can access, but cannot delete
or alter the records of any employee
after the report-for-duty time of the
employee or after the record has been
certified by the reporting employee.
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(b) Identification of the individual en-
tering data. The program must be capa-
ble of identifying each individual who
entered data for a given record. If a
given record contains data entered by
more than one individual, the program
must be capable of identifying each in-
dividual who entered specific informa-
tion within the record.

(c) Capabilities of program logic. The
program logic must have the ability
to—

(1) Calculate the total time on duty
for each employee, using data entered
by the employee and treating each
identified period as defined in §228.5;

(2) Identify input errors through the
use of program edits;

(3) Require records, including out-
standing records, the completion of
which was delayed, to be completed in
chronological order;

(4) Require reconciliation when the
known (system-generated) prior time
off differs from the prior time off re-
ported by an employee;

(5) Require explanation if the total
time on duty reflected in the certified
record exceeds the statutory maximum
for the employee;

(6) Require the use of a quick tie-up
process when the employee has exceed-
ed or is within three minutes of his or
her statutory maximum time on duty;

(7) Require that the employee’s cer-
tified final release be not more than
three minutes in the future, and that
the employee may not certify a final
release time for a current duty tour
that is in the past, compared to the
clock time of the computer system at
the time that the record is certified, al-
lowing for changes in time zones;

(8) Require automatic modification
to prevent miscalculation of an em-
ployee’s total time on duty for a duty
tour that spans changes from and to
daylight savings time;

(9) For train employees, require com-
pletion of a full record at the end of a
duty tour when the employee initiates
a tie-up with less than the statutory
maximum time on duty and a quick
tie-up is not mandated;

(10) For train employees, disallow use
of a quick tie-up when the employee
has time remaining to complete a full
record, except as provided in paragraph
(a)(1)(ii) of this section.
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(11) Disallow any manipulation of the
tie-up process that precludes compli-
ance with any of the requirements
specified by paragraphs (c)(1) through
(c)(10) of this section.

(d) Search capabilities. The program
must contain sufficient search criteria
to allow any record to be retrieved
through a search of any one or more of
the following data fields, by specific
date or by a date range not exceeding
30 days for the data fields specified by
paragraphs (d)(1) and (d)(2) of this sec-
tion, and not exceeding one day for the
data fields specified by paragraphs
(d)(3) through (d)(7) of this section:

(1) Employee, by name or identifica-
tion number;

(2) Train or job symbol;

(3) Origin location, either yard or
station;

(4) Released location, either yard or
station;

(5) Operating territory (i.e., division
or service unit, subdivision, or rail-
road-identified line segment);

(6) Certified records containing one
or more instances of excess service; and

(7) Certified records containing duty
tours in excess of 12 hours.

(e) The program must display indi-
vidually each train or job assignment
within a duty tour that is required to
be reported by this part.

§228.205 Access to electronic records.

(a) FRA inspectors and State inspec-
tors participating under 49 CFR Part
212 must have access to hours of serv-
ice records created and maintained
electronically that is obtained as re-
quired by §228.9(b)(4).

(b) Railroads must establish and
comply with procedures for providing
an FRA inspector or participating
State inspector with an identification
number and temporary password for
access to the system upon request,
which access will be valid for a period
not to exceed seven days. Access to the
system must be provided as soon as
possible and no later than 24 hours
after a request for access.

(c) The inspection screen provided to
FRA inspectors and participating State
inspectors for searching employee
hours of duty records must be for-
matted so that—
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